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૚.	Introduction. The Feistel cipher and the Braid Group ܤே 
 
 The main aim of this paper is to introduce a new symmetric cipher, which we call 
the Artin-Feistel cipher.  The classical Feistel cipher/network (see [H]) lies at the heart of 
many important block ciphers, notably the Data Encryption Standard (see  [C], FIPS-Pub. 
46), and has been studied extensively for some time. One natural way to look at the core 
structure of the original cipher (and the later extensions) is from the point of view of 
geometric braids. In doing so a whole new level of complexity and security can be 
brought into the discussion and the Artin-Feistel symmetric cipher, whose underlying 
structure is a multi-strand geometric braid, emerges as unifying approach. 
 
 The Feistel cipher can be distilled to the following description. Let ܨ, ݇ଵ, ݇ଶ, … , ݇ℓ 
denote a (round) function and a collection of sub-keys, and let ܯ ൌ ଴ܮ ∪ ܴ଴ denote the 
decomposition of a plaintext block ܯ into two equal pieces ܮ଴, ܴ଴. The ciphertext is 
obtained by concatenating a sequence of steps the first of which takes the form, 
 
 
 
 
 
 
 
 
 
 
 
 
 
where ⨁ denoted the operation x/or. The output of the above step, ܮଵ, ܴଵ are then input to 
the second step in the sequence, which takes the form.	
  
 
 
 
  
 
 
 
 
 
 

	଴ܮ ܴ଴݇଴

⨁	 ܨ

⨁଴ܮ ,ሺܴ଴ܨ ݇଴ሻ ܴ଴

ଵܮ ൌ ܴ଴	 ܴଵ ൌ ⨁଴ܮ ,ሺܴ଴ܨ ݇଴ሻ

ଵܮ ܴଵ݇ଵ

⨁	 ܨ

⨁ଵܮ ,ሺܴଵܨ ݇ଵሻ ܴଵ

ଶܮ ൌ ܴଵ	 ܴଶ ൌ ⨁ଵܮ ,ሺܴଵܨ ݇ଵሻ
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The process of evaluation of the functions ܨand ⨁ and then applying a permutation 
continues until the collection of sub-keys is exhausted. When viewed from a distance, the 
underlying skeletal structure of this concatenation of ciphering steps takes the form. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
This sequence of twists is, by definition, a 2-strand geometric braid. E. Artin introduced 
the concept of a geometric braid, and more generally the ܰ-stranded the Braid Group, ܤே 
(see [A], [B]). An example of a 5-stranded braid ߚ	is given below: 
 
 
 
 
 
 
Given two ܰ-strand braids, it is intuitively clear that concatenating them produces a third 
braid. This operation gives the set of ܰ-strand braids, ܤே, a group structure: continuing 
with the 5-strand case, the identity element of ܤହ	is given by,  
 
 
 
 
and the inverse of any braid is obtained by first vertically flipping the braid, and then 
reversing the crossings. In the case above, we see that 
 
 
 
 
 
 
 
 
 

⋅ ⋅ ⋅ ⋅ ⋅

⋅ ⋅ ⋅ ⋅ ⋅

		=	ߚ

⋅ ⋅ ⋅ ⋅ ⋅

⋅ ⋅ ⋅ ⋅ ⋅

	=ଵିߚ	
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and we verify that ିߚߚଵ ൌ 1: 
 
 
 
 
 
 
 
 
 
 
We will require one further observation. Every braid is a concatenation of elementary 
crossings of the strands	݅ and ݅ ൅ 1 and the inverses of said crossings: if we let ܾሺ݅ሻ	 
denote the braid 
 

 
 
 
then the braid group ܤே is generated by the braids ሼܾሺ݅ሻ|	݅ ൌ 1,… ,ܰ െ 1ሽ.	 
 
 
 
2. The Artin-Feistel Cipher 
 
 The core idea of the Artin-Feistel cipher is to take a braid ߚ ∈  ே, and insertܤ
Feistel steps within ߚ  prior to each crossing. The original Feistel cipher is easily 
recovered from the Artin-Feistel cipher by simply choosing ߚ to be the ℓ-th power of the 
simple twist ܾଵ that generated the 2-strand braid group ܤଶ: ߚ ൌ ܾሺ1ሻℓ ∈  ଶ.  When weܤ
work with elements of the N-strand braid group, ߚ ∈  is ߚ ே, the geometric braidܤ
transformed into an encryption mechanism.  
 
 Proceeding now to a detailed description, let ܯ ൌ ଵܮܤ ∪ ଶܮܤ ∪ ⋯∪  ே denoteܮܤ
a decomposition of a plaintext ܯ into blocks ܮܤ௜ of equal size. Let ߚ ∈  ே be aܤ
nontrivial positive element of the ܰ - strand braid group, i.e., an element of the form 
 

ߚ ൌ 	ܾሺ݅ଵሻ ⋅ ܾሺ݅ଶሻ ⋅ 	⋯ ⋅ ܾሺ݅ℓሻ, 
 

where ℓ is the length of ߚ, and each ܾሺ ௝݅ሻ is an Artin generator, and 1 ൑ ௝݅ ൑ ܰ െ 1 for 
݆ ൌ 1,… , ℓ. A given	ܾ൫ ௝݅൯, which appears in ߚ, may appear more than once in ߚ.  The 

number of times ܾ൫ ௝݅൯ appears in ߚ, is termed the frequency of ܾ൫ ௝݅൯ in ߚ, and is denoted  
 

݂൫ܾ൫ ௝݅൯,    .൯ߚ
 

 

⋅ ⋅ ⋅ ⋅ ⋅

⋅ ⋅ ⋅ ⋅ ⋅

⋅ ⋅ ⋅ ⋅ ⋅

⋅ ⋅ ⋅ ⋅ 		=ଵିߚ	ߚ⋅ =	

⋅ ⋅ ⋅ ⋅ ⋅⋯ ⋯
⋅ ⋅ ⋅ ⋅ ⋅⋯ ⋯

݅ ݅ ൅ 11 ܰ
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For each appearance of the generator ܾ൫ ௝݅൯ in ߚ, the position, denoted, ܲሺ݆,  ሻ andߚ
defined by  
 

ܲሺ݆, ሻߚ ൌ Card൛ܾሺ݅௞ሻ	|	ܾሺ݅௞ሻ ൌ ܾ൫ ௝݅൯, 1 ൑ ݇ ൑ ݆ൟ,  
 
indicates which appearance in ߚ it is. For example if ߚ ൌ ܾሺ2ሻ ⋅ ܾሺ1ሻ ⋅ ܾሺ3ሻ ⋅ ܾሺ1ሻ, we 
have ݂ሺܾሺ1ሻ, ሻߚ ൌ 2, and ܲሺ1, ሻߚ ൌ 1, ܲሺ2, ሻߚ ൌ 1, ܲሺ3, ሻߚ ൌ 	1, and ܲሺ4, ሻߚ ൌ 	2. 
 
 For ݅ ൌ 1,… ,ܰ െ 1, let ܨ௜ be a sequence of (round) functions, and let ܭሺ݅ሻ	denote 
a collection of (not necessarily distinct) sub-keys which take the form,	   
 

ሺ݅ሻܭ ൌ 			 ൛݇ሺ݅, 1ሻ, ݇ሺ݅, 2ሻ, … , ݇൫݅, ݂ሺܾሺ݅ሻ,  .ሻ൯ൟߚ
 
Setting 

ሺ0,1ሻܯ ൌ ,ଵܮܤ ሺ0,2ሻܯ ൌ ଶܮܤ ,				…			 , ,ሺ0ܯ ܰሻ ൌ  ,ேܮܤ
 
the cipher will produce a sequence of ℓ ൌ lengthሺߚሻ outputs, each of which has the same 
length as the plaintext: the output of the first step of the cipher will take the form, 
 

,ሺ1,2ሻܯ,ሺ1,1ሻܯ …  .ሺ1,ܰሻܯ,
 
The output of the second step will take the form, 
 

,ሺ2,2ሻܯ,ሺ2,1ሻܯ …  ,ሺ2,ܰሻܯ,
 

and, continuing in this manner, the output of the final step, 
 

,ሺℓܯ 1ሻ,ܯሺℓ, 2ሻ, … ,ሺℓܯ, ܰሻ, 
 
will be the ciphertext. Since the first crossing in the braid ߚ is given by ܾሺ݅ଵሻ, we have 
ܲሺ1, ሻߚ ൌ 1, and the first step in the cipher is dictated by the diagram below. 
  
 
 
 
 
 

 
 

 
 

 
 
 
 
 

	ሺ0,1ሻܯ ,ሺ0ܯ ݅ଵሻ 	 ,ሺ0ܯ ݅ଵ ൅ 1ሻ		 	⋯	⋯	ሺ0,ܰሻܯ

	

,ሺ1ܯ ݅ଵ ൅ 1ሻ ൌ		
,ሺ0ܯ ݅ଵሻ ⊕ ,ሺ0ܯ௜భሺܨ ݅ଵ ൅ 1ሻ	, ݇ሺ݅ଵ, 1ሻሻ		 	

,ሺ1ܯ ݅ଵሻ ൌ	
,ሺ0ܯ	 ݅ଵ ൅ 1ሻ		

ଵ,ଵܯ ൌ 	଴,ଵܯ ଵ,ேܯ ൌ 	⋯	⋯		଴,ேܯ

,ሺ0ܯ ݅ଵሻ ⊕ ,ሺ0ܯሺܨ ݅ଵ ൅ 1ሻ , ݇ሺ݅ଵ, 1ሻሻ	
	

,ሺ0ܯ ݅ଵ ൅ 1ሻ		

⊕ ௜భܨ

݇ሺ݅ଵ, 1ሻ

ܾሺ݅ଵሻ
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Thus the output of the first step of the cipher is given by, 
 

,ሺ1ܯ ሻݍ ൌ 	ቐ
,ሺ0ܯ																							 	ݍ	݂݅																																									ሻݍ ് ݅ଵ, ݅ଵ ൅ 1		

,ሺ0ܯ ݅ଵ ൅ 1ሻ																																										݂݅	ݍ ൌ ݅ଵ
,ሺ0ܯ ݅ଵሻ ⊕ ,ሺ0ܯ௜భ൫ܨ ݅ଵ ൅ 1ሻ, ݇ሺ݅ଵ, 1ሻ൯						݂݅	ݍ ൌ ݅ଵ ൅ 1

			 

 
 
This output sequence, ܯሺ1,1ሻ,ܯሺ1,2ሻ, …  ሺ1,ܰሻ, then becomes the input of the secondܯ,
diagram: 
 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Note we are assuming that ܾሺ݅ଶሻ ് ܾሺ݅ଵሻ, and hence ݇ሺ݅ଶ,1) is the sub-key used in the 
above diagram. Were ܾሺ݅ଶሻ ൌ 	ܾሺ݅ଵሻ, then ݇ሺ݅ଵ,2) would be the sub-key used. Continuing 
in this manner we obtain the identities: for ݆ ൌ 1, 2, … , ℓ 
 
 
 

,ሺ݆ܯ ሻݍ ൌ 	൞

ሺ݆ܯ																							 െ 1, 	ݍ	݂݅																																									ሻݍ ് ௝݅, ௝݅ ൅ 1		

൫݆ܯ െ 1, ௝݅ ൅ 1൯																																																	݂݅	ݍ ൌ ௝݅

൫݆ܯ െ 1, ௝݅൯ ⊕ ௜ೕܨ ቀܯ൫݆ െ 1, ௝݅ ൅ 1൯, ݇൫ ௝݅, ܸܲሺ݆, ൯ቁߚ ݍ	݂݅						 ൌ ௝݅ ൅ 1

			 

 
 
The ciphertext, ܯሺℓ, 1ሻ,ܯሺℓ, 2ሻ, … ,ሺℓܯ, ܰሻ, is thus obtained after 	ℓ incremental steps 
of the Artin-Feistel cipher are performed.   

	ሺ1,1ሻܯ ,ሺ1ܯ ݅ଶሻ	 ,ሺ1ܯ ݅ଶ ൅ 1ሻ		 ,ሺ1ܯ		 ܰሻ	⋯	⋯	

ሺ2,1ሻܯ ൌ ,ሺ1,1ܯ ሻ	 ଶ,ேܯ		 ൌ 	⋯	⋯		ଵ,ேܯ

,ሺ1ܯ ݅ଶሻ ⊕ ,ሺ1ܯሺܨ ݅ଶ ൅ 1ሻ , ݇ሺ݅ଶ, 1ሻሻ

⊕ 	௜మܨ

݇ሺ݅ଶ, 1ሻ

ܾሺ݅ଶሻ		 ,ሺ1ܯ ݅ଶ ൅ 1ሻ		

,ሺ2ܯ ݅ଶሻ ൌ	
,ሺ1ܯ ݅ଶ ൅ 1ሻ		

	

,ሺ2ܯ ݅ଶ ൅ 1ሻ ൌ		
,ሺ1ܯ ݅ଵሻ ⊕ ,ሺ1ܯ௜మሺܨ ݅ଶ ൅ 1ሻ	, ݇ሺ݅ଶ, 1ሻሻ				
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In order to reverse the Artin-Feistel cipher we will takes the inverse braid, which 

takes the form  
ଵିߚ ൌ 	ܾሺ݅ℓሻିଵ ⋅ ܾሺ݅ℓିଵሻିଵ ⋅ 	⋯ ⋅ ܾሺ݅ଵሻିଵ, 

 
and inserting Feistel steps after each crossing (recall Feistel steps are inserted before each 
crossing during ciphering). In the case of a 2-stranded braid, this is precisely the classical 
method of recovering the plaintext from the ciphertext, i.e., this reverses the Feistel 
cipher. To see this note that by concatenating the final Feistel step with a reverse of the 
last crossing followed by the Feistel step associated with said crossing the ciphering is 
reversed. 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
  
 
 
 
 
 
 
 

Reversing the Artin-Feistel cipher, although more complex, works in much the 
same way. Due to that intrinsic structure of the inverse of the braid, ିߚଵ ൌ 	ܾሺ݅ℓሻିଵ ⋅
ܾሺ݅ℓିଵሻିଵ ⋅ 	⋯ ⋅ ܾሺ݅ଵሻିଵ, the order of the crossings is reversed. This implies that in the 
deciphering process both the sequence of functions used in the Feistel steps and the 
sequence of sub-keys inputted into those functions will be the reverse of the sequences 
used to cipher.  Just as the ciphering process required ℓ ൌ lengthሺߚሻ steps,  the 
deciphering will likewise require the same number.  

 
 
 
 

ℓିଵܮ ܴℓିଵ݇ℓെ1

⨁	 ܨ

,ሺܴℓെ1ܨ	⨁ℓെ1ܮ ݇ℓെ1ሻ ܴℓെ1

ℓܮ ൌ ܴℓെ1	 ܴℓ ൌ ⨁ℓିଵܮ ,ሺܴℓିଵܨ ݇ℓିଵሻ

⨁ ܨ

ܴℓ ൌ ,ሺܴℓିଵܨ	⨁ℓିଵܮ ݇ℓିଵሻ ℓܮ ൌ ܴℓെ1	

݇ℓିଵ

ℓିଵܮ ܴℓିଵ
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The output of the final step of the Artin-Feistel cipher is given by 
 

,ሺℓܯ 1ሻ,ܯሺℓ, 2ሻ, … ,ሺℓܯ, ܰሻ, 
 
will be the input of the first step of the deciphering process, which is given in the diagram 
below. 
 
 
 
 
 
 
 

 
 
 

 
 
 
 
 
 
 
Recall that, by construction, 
 

,ሺℓܯ ሻݍ ൌ ሺℓܯ െ 1, 	ݍ	 ሻ ifݍ ് ݅ℓ, ݅ℓ ൅ 1,	  
 

,ሺℓܯ ݅ℓሻ ൌ ሺℓܯ െ 1, ݅ℓ ൅ 1ሻ,  
 

and 
,ሺℓܯ ݅ℓ ൅ 1ሻ ൌ ሺℓܯ	 െ 1, ݅ℓሻ ⊕ ሺℓܯ௜ℓ൫ܨ െ 1, ݅ℓ ൅ 1ሻ, ݇ሺ݅ℓ, ܸܲሺℓ,  .ሻ൯ߚ

 
 

Hence the ݅ℓ	and ݅ℓ ൅ 1 entries in the output of the first step in the deciphering process 
can be simplified: 

,ሺℓܯ ݅ℓ ൅ 1ሻ ⊕ ,ሺℓܯ	ሺܨ ݅ℓሻ, ݇൫݅ℓ, ܲሺℓ,  ሻ൯ߚ
 
ൌ ሺℓܯ െ 1, ݅ℓሻ ⊕ ሺℓܯ௜ℓ൫ܨ െ 1, ݅ℓ ൅ 1ሻ, ݇ሺ݅ℓ, ܸܲሺℓ, ሻ൯ߚ ⊕ ,ሺℓܯ	௜ℓሺܨ ݅ℓሻ, ݇൫݅ℓ, ܲሺℓ,  ሻ൯ߚ

 
ൌ ሺℓܯ െ 1, ݅ℓሻ ⊕ ሺℓܯ௜ℓ൫ܨ െ 1, ݅ℓ ൅ 1ሻ, ݇ሺ݅ℓ, ܲሺℓ,  ሻ൯ߚ

ሺℓܯ	௜ℓሺܨ⊕ െ 1, ݅ℓ ൅ 1ሻ, ݇൫݅ℓ, ܲሺℓ,  ሻ൯ߚ
 

ൌ ሺℓܯ െ 1, ݅ℓሻ, 
and 

,ሺℓܯ ݅ℓሻ ൌ ሺℓܯ െ 1, ݅ℓ ൅ 1ሻ. 
 

M(ℓ, 1ሻ	 ,ሺℓܯ ݅ℓ ൅ 1ሻ 	 ⋯⋯	

	
,ሺℓܯ ݅ℓ ൅ 1ሻ ⊕

,ሺℓܯ	௜ℓሺܨ ݅ℓሻ, ݇ሺ݅ℓ, ܸܲሺℓ, 		ሻሻߚ
M(ℓ െ 1,1ሻ	 		M(ℓ െ 1, ܰሻ	⋯⋯	

⊕	 ௜ℓܨ

௜ℓߚ
ିଵ	

݇ሺ݅ℓ, ܲሺℓ, 	ሻߚ

,ሺℓܯ ݅ℓሻ	

,ሺℓܯ	 ܰሻ	
		

,ሺℓܯ ݅ℓ ൅ 1ሻ 	 ,ሺℓܯ ݅ℓሻ 	

,ሺℓܯ ݅ℓሻ 	
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We thus conclude that the output of the first step in the deciphering process is given by 
 
 

ሺℓܯ െ 1,1ሻ,ܯሺℓ െ 1,2ሻ, … ሺℓܯ, െ 1,ܰሻ, 
 

which is the input to the ℓth step of the ciphering process, i.e., we have reversed the last 
step of the Artin-Feistel cipher. Continuing in this way the original Plaintext is recovered. 
 
 
 
 
3.   Security Discussion. 
 
 Any specific instance of the Artin-Feistel cipher depends on the precise 
knowledge of the braid ߚ being used, which will be part of the secret key.  In general, the 
number of possible positive braids of length ℓ, in the braid group ܤே, is given by 
ሺܰ െ 1ሻℓ. Not every braid is a good candidate for a secure cipher: each generator of ܤே 
must appear sufficiently often to insure the entire plaintext is thoroughly obscured.   

 
Observe that it is easy to choose a braid which reduces the Artin-Feistel cipher to 

a sequence of classical Feistel ciphers running in parallel: if for example ܰ ൌ 6, take the 
braid  

 
ߚ ൌ ܾሺ1ሻ௥భ ⋅ ܾሺ3ሻ௥మ ⋅ ܾሺ5ሻ௥య. 

 
 
Visually, if ݎଵ ൌ ଶݎ ൌ ଷݎ ൌ 3,	then ߚ is given by 
 
 
 
 
 
 
 
 
 
To break a cipher based on such a braid would require each of the Feistel ciphers being 
run in parallel to be broken. Observe that in the classical Feistel cipher with 2ݎ rounds, 
each plaintext block is obscured every time it moves to the right, and remains unchanged 
if it moves to the left. Thus each plaintext block is obscured ݎ times. Given that the Artin-
Feistel cipher can reduce to a sequence of classical Feistel ciphers running in parallel, it is 
clear that when choosing the braid ߚ on which to base a cipher, each of the ܰ plaintext 
blocks should be obscured by the cipher ݎ times. 
 
 In order to produce a braid whose cipher will satisfy this condition consider the 
following example of a braid ߚ: 

⋅ ⋅ ⋅ ⋅ ⋅ ⋅

⋅ ⋅ ⋅ ⋅ ⋅ ⋅
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Observe that the path emanating from the point labeled 1 on the top row (and ending at 
the point labeled 4 on the bottom row), moves to the right three times. The path starting 
at 2 only moves to the right one time on its way to the bottom row. The paths emanating 
from point 4 and 5 on the top row don’t move to the right at all. An Artin-Feistel cipher 
based on the above braid would leave the plaintext blocks ܮܤସ,  ହ untouched in theܮܤ
final ciphertext, which may be undesirable. 
 
 The above discussion is the motivation for the following definition. Given an 
݅ ∈ ሼ1, 2, … ,ܰሽ,	we define the total right displacement of ݅ in the braid ߚ, denoted 
 

,ሺ݅ܦ  ,ሻߚ
 
to be the total number of times the path emerging from ݅ moves to the right. Observe that 
if ܦሺ݅, ሻߚ ൌ  ݎ obscures each block of plaintext ߚ then an Artin-Feistel cipher based on ,ݎ
times as required.  Thus we consider the following subset of ܤே, which will serve as our 
search space: 
 

,ሺܰܤ ሻݎ ൌ 	 ሼߚ ∈ ,ሺ݅ܦ|ேܤ ሻߚ ൌ ݅	for		ݎ ൌ 1,2, … ,ܰ	ሽ. 
 

A brute force search on the Artin-Feistel cipher based on a braid in the search space 
,ሺܰܤ   ሻ, is bounded below byݎ
 

Card൫ܤሺܰ,  .ሻ൯ݎ
 

 
We note that the length of any braid ߚ, which is the Artin-Feistel equivalent to the 
number of rounds in a classical cipher, is given by the sum, 
 

lengthሺߚሻ ൌ෍ܦሺ݅, ሻߚ ൌ ܰ ⋅ ,ݎ

ே

௜ୀଵ

 

 
each braid in ߚ ∈ ,ሺܰܤ   .ሻݎ
 
  
 
 
 

⋅ ⋅ ⋅ ⋅ ⋅

⋅ ⋅ ⋅ ⋅ ⋅

1 2 3 54

1 2 3 54
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4. The Search Space: ܤሺܰ,  .ሻݎ
 
 

It is possible to obtain a lower bound for the size of the search space by explicitly 
constructing a large class of elements within it. Suppose we have two elements 

 
,ଵߚ ଶߚ ∈ ,ሺܰܤ 1ሻ, 

 
and we consider their product, ߚଵ ⋅ ݅ ଶ. Since each path commencing atߚ ൌ 1, 2, … ,ܰ 
moves to the right once in ߚଵ, and then once in ߚଶ, each path commencing at ݅ will move 
to the right twice in the product ߚଵ ⋅   ,.ଶ, i.eߚ

ଵߚ ⋅ ଶߚ ∈ ,ሺܰܤ 2ሻ. 
 

More generally, the product of ݎ braids in ܤሺܰ, 1ሻ, ߚଵ, ,ଶߚ … , ௥ߚ ∈ ,ሺܰܤ 1ሻ, will be an 
element of the search space ܤሺܰ,  :ሻݎ
 

ଵߚ ⋅ 	ଶߚ ⋅ ⋯ ⋅ ௥ߚ ∈ ,ሺܰܤ  .ሻݎ
 

Observe that the number of such products ߚଵ ⋅ 	ଶߚ ⋅ ⋯ ⋅  ௥ is given byߚ
 

Card൫ܤሺܰ, 1ሻ൯
௥
. 

 
Thus we are reduced to identifying a collection braids lie in the set ܤሺܰ, 1ሻ. To begin, 
observe that the collection of ܰ െ 1	braids, which we will refer to as basic elements,  
 

ܾሺܰ െ 1ሻଶ ⋅ ܾሺܰ െ 2ሻ ⋅ ⋯ ⋅ ܾሺ1ሻ, 
 

ܾሺܰ െ 1ሻ	 ⋅ ܾሺܰ െ 2ሻଶ ⋅ ⋯ ⋅ ܾሺ1ሻ 
 
⋮ 
 

ܾሺܰ െ 1ሻ	 ⋅ ܾሺܰ െ 2ሻ ⋅ ⋯ ⋅ ܾሺ1ሻଶ 
 

all have the required property that each path commencing at݅ ൌ 1, 2, … ,ܰ moves to the 
right once. Now suppose we express ܰ as the sum  
 

ܰ ൌ ଵܰ ൅ ଶܰ, 
 

where ଵܰ, ଶܰ ൒ 2. Then by taking basic elements ߛଵ ∈ ሺܤ ଵܰ, 1ሻ, ߛଶ ∈ ሺܤ ଶܰ, 1ሻ and 
juxtaposing them (ߛଵ left, ߛଶ to the right), we obtain an element in ܤሺ 	ܰ, 1ሻ. 
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For example, 7 = 3 + 4, ܾሺ2ሻଶ ⋅ ܾሺ1ሻ ∈ ሺ3,1ሻ, and ܾሺ3ሻܤ ⋅ ܾሺ2ሻଶ ⋅ ܾሺ1ሻ ∈  ሺ4,1ሻܤ
juxtaposing them we obtain, 
 

ܾሺ2ሻଶ ⋅ ܾሺ1ሻ ⋅ ܾሺ6ሻ ⋅ ܾሺ5ሻଶ ⋅ ܾሺ4ሻ ∈  .ሺ7,1ሻܤ		
 

This method produces various braids: since ܤሺ3,1ሻ contains 2 basic elements, and ܤሺ4,1ሻ 
contains 3 basic elements, this one decomposition of ܰ ൌ 7 as a sum yields 6 elements in 
,ሺܰܤ ሺ7,1ሻ. More generally, we have found a connection between braids inܤ 1ሻ and 
ordered partitions (i.e., ଵܰ ൅ ଶܰ ൅ ଷܰ	is considered distinct from ଶܰ ൅ ଷܰ ൅ ଵܰ	ሻ	of the 
number ܰ	which do not involve either 0 or 1. Each partition of ܰ 
 

ܰ ൌ ଵܰ ൅ ଶܰ ൅ ⋯൅ ௞ܰ, 
 

will produce  
ሺ ଵܰ െ 1ሻ ⋅ ሺ ଶܰ െ 1ሻ ⋅ ⋯ ⋅ ሺ ௞ܰ െ 1ሻ 

 
elements in ܤሺܰ, 1ሻ.  
 
 The number of ordered partitions of ܰ grows rapidly. In the case ܰ ൌ 12, the 
number of elements of ܤሺܰ, 1ሻ that the above method generates is given by 
 

2ଵ଴ ൌ 1024. 
  
Recalling the above discussion, the size of the search space ܤሺܰ,  ሻ is bounded below byݎ
 

Card൫ܤሺܰ, 1ሻ൯
௥
 

 
Thus, in the case	ܰ ൌ 12, the search space	ܤሺ12,  ሻ is bounded below byݎ
 

2ଵ଴⋅௥, 
 

and, hence, we see that it is possible to encrypt 12 blocks with a 2଼଴ security level using 
a braid of length 8 ⋅12 = 96. Observe that the length of the braid is the number of rounds 
in the encryption process. In contrast triple DES requires 48 rounds to encrypt 2 blocks. It 
follows that, in this case, Artin –Feistel is a fast as single DES.  
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